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TepMuHbI

KoMNO3MLUMOHHbIM aHaIM3 — npoLecc BbiABIEHUA

"bomFormat": "CycloneDX",
yaszsumocTten B Open Source KOMMNOHEHTAX "specVersion”: "1.6",

"version": 1,
CUCTEMDI "components":

{
SBOM — Software Bill of Materials npeactasnser "type”:

coboun nepeyeHb 3aBucnmocten, Gamnnos, “version":
"purl”:

BUBANOTEK N APYTUX SNEMEHTOB, MMEIOLLUX -

OTHOLUEHUE K cnucteme ]

1
J

}




TepMuHDbI

¢ Tunbl SBOM d¢ainos

SPDX — meXayHapoaHbIM CTaHAAPT, THNb

nopaepxmnsaembin Linux Foundation SBEOM
SWID — ctaHpapT cooTBeTcTBytowmii ISO/IEC 1977 / l \

2:2015 SPDX CycloneDX
CycloneDX — Hanbonee nerkoBecHbI CTaHAAPT, SWID

nopaepxmnsaembin PCTIK



YTunutol gna reHepauumn SBOM danna

\/

Qqua

cdxgen trlvy
Trivy

CDXGEN




YTUunautol

"bomFormat": "CycloneDX",
"specVersion": "1.6",

Ana MMHMMANbHOrO aHaNMU3a "version”: 1,
"components":

Heobxoanmo onpeaenuTb TMnN {
KOMMOHEHTA, ero MMs, BEPCHUIO U ype b
\ame": "zlib",
naeHTUPMKATop B MAKETHOMU cUcTteme "version": *1.2.11",
"purl": "pkg:pacman/zlib@l.2.11%?arch=x86"

"type":

“name" :

"version" :
"purl®: "pkg:pacman,

"type": "application",

"name" : :

"version": "6.1",

"purl": "pkg:pacman/nano@6.l?arch=x86"




YTUunautol

¥ Dependency Track

Dashboard
PORTFOLIO

Projects

Components

Vulnerabilities

Licenses I+~ Overview

Tags Project Vulnerabilities

GLOBAL AUDIT

Vulnerability Audit

Palicy Violation Audit

ADMINISTRATION

Palicy Management

Administration




YTUunautol

¥ Dependency Track

Dashboard
PORTFOLIO
«f» Projects
Components
Vulnerabilities

Licenses & Components

Tags
| B
GLOBAL AUDIT
. . Component Group Internal  License Risk Score 4 Vulnerabilities
Vulnerability Audit
Policy Violation Audit

ADMINISTRATION

1

Policy Management

Adminisiration




YTUunautol

¥ Dependency Track

PORTFOLIO

s Projects

Components

Vulnerabilities

Licenses

Tags

GLOBAL AUDIT

Vulnerability Audit

Policy Violation Audit
ADMINISTRATION
Policy Management

Administration

Component 4 Group

= Audit Vulnerabilities

4 Severity

|
. High
A sion

dium

A
¥

Analyzer

~
%

Attributed On Analysis 4 Suppressed 4%

1 Oct 2025

1 Oct 2025

1 Oct 2025

1 Oct 2025

1 Oct 2025

1 Oct 2025

1 Oct 2025

1 Oct 2025

1 Oct 2025




YTUunautol

¢ Cve-bin-tool

cve-bin-tool --detailed --sbom cyclonedx --sbom-file
sbom.json -f html -0 out

Belkaungase Das

3arpyzka SBOM

channa ¥ 2anaHue
HeoDxXoaNMbIXY
napaMeTpoE

AHannz SBOM
thanna BHYTPEeHHMMK
MEXaHWUIMaAMM CVe-
bin-tool

Brirpyzka cnucka
YAIBMMOCTEM



YTnnautobl

¥ cve-bin-tool

CVE Binary Tool Descriptive Report ()03 Oct 2025 | Print Mode
CVE Summary CVE Remarks Scanned Files: o Vulnerable Files: o
Severity Count Remark Count i
CRITICAL 3 NEW 1
HIGH 4 CONFIRMED 0
MEDIUM 2 MITIGATED 0
Low 1 UNEXPLORED 0
FALSE POSITIVE 0
NOT AFFECTED 0

B \Vulnerable M No Known Vulnerability
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YTuaurobl

¢ cve-bin-tool

Product CVEs
4 M NOT AFFECTED
FALSE POSITIVE
M UNEXPLORED
3 B CONFIRMED
i B MITIGATED
3 B NEW
]
g 2
E
]
=
1
0 zlib-zlib(1.2.11) cloudfiare-zlib(1.2.11) unknown-zlib(1.2.11) apenbsd-openssh(9.6.P1) gnu-nana(6.1)
CVE metric
CVE number CVSS version CVSS score EPSS probability EPSS percentile
CVE-2023-45853 3 9.8 - -
CVE-2023-6992 3 5.5 - -
CVE-2022-37434 3 9.8 - -
CVE-2025-32728 3 38 - -
CVE-2024-5742 unknown unknown - -
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Peanunsauun

Mcnonb3oBaHue MHCTPYMEHTOB KOMMO3UUMOHHOIO aHa/n3a A/14 KOHTPO/1A KOMNNIEKTHOCTU NPOAYKTOB

Dependency Track

MWDy
Qs
VulnDB
e
N /
MNeHepaymns shom damna }

cwe-bin-tool

dhain © AMUSHIWAM

MeHepaLMA cNHeKa
YAIBMMOCTER

J/

Mewsepayna canta
NVID
osv

GAD

RedHal Secutity
e

Database
Curl Database




Peanunsauun

Pipeline Mouck yassumocTen

' napaMEprl Anﬂ OCHOBHOI‘O CKpMnTa This build requires parameters:

PRODUCT
MpoaykT, ANA KOTOPOro reHepUpYETCA CNMCOK YASBHMOCTER

nkto bl

VERSION
DATESTAMP

SBOM_TYPE

MNapameTp ANA redepaumu sbom danna

| Bazoebie koMnoHeHTHI hd




Peanunsauua

¢ 1 3tan — napcuHr

¥ 2 3tan — reHepauua SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.6",
"version": 1,
"components”:

{

n ‘t }-pE. n . '-l:l_ |::| ra r"::ll.-l ,

"name": " i

"version": "1.2.11",

"purl”: "pkg:pacman/, 1.2. rch=x86"




Peanusauusn

Monyyaem WMa
KOMMNOHEHTA W3

dpaina eklle

Onpepenaem TMN
KOMMOHEHTA

library

v v v

framework application device-driver

v

machine-leaming-
madel

MomyuaeM BepCiio
KOMMOHEHTA

Coctaenasm PURL




Peanunsauun

¢ 3 3Tan — aHanau3 SBOM

Dependency Track

£ N
Create
component
. ist
- binary checkers
Download - language
CVE Data component lists
-NVD (e.g
RedHat requirements.txt)
0osv
- GitLab
- Curl

b

Additional - console
Create } dils -json
CVE List " - csv

Include
triage/

- lrlage
- previous reports
- known fix

)

Generate
Report

- html
- pdf

P Read SBOM .

ay

% 4

Cve-bin-tool



Peanunsauua

¢ 3tan 3.1 Dependency Track
1. Mony4nTb CNUCOK NPOEKTOB
http://localhost:8081/api/v1/project
2. 3arpy3ntb SBOM B HYXHbIM
http://localhost:8081/api/vl/bom/?{project-id}
3. CKa4yaTb CNMCOK YyA3BMMOCTEMN

http://localhost:8081/api/v1/finding/project/{project
-id}/export



Peanunsauua

¢ 3tan 3.2 cve-bin-tool

cve-bin-tool --detailed --sbom cyclonedx --sbom-file
sbom.json -f json -0 out



Peanusauua

¥ 4 sTan — reHepauuA CNUCKA YA3BUMOCTEN
{

| "name" :
¥
{
"version":

"1.2.11": {
"yuln™: [
{
"CVE-2023-45853": [

"CRITICAL
"MiniZip -hr -3 has an in - overflow and resultant heap-based buffer overflow in zipOpenNewFileInZip4 64 via a long filenam

]

S
I

{
"CVE-2023-6992":
"MEDIUM",
"Cloudflare version o library was found to be vulnerable to memory corruption issues affecting the deflation algorithm implementation
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Peanunsauun

¢ 5 3Tan — reHepauua oTyeTa

-
KarTanor nakeTos Cepaep KpaTkuii oTueT '\ SCA-AeTanuzaiua '
CBA MONHLIA OTUST KOMNOZULMOHHOTO AHANU3A ANA PeNn3a)

- e e | ]
WaenTudinkarop cGopku: . .

Bcero opranusauuii B oTuete:

BCero penosuTopHes B oTueTe:

Bcero yA3BUMOCTed: .

Kputnueckue (critical):
Buicokue (high):

Crerpne medmy: O |

Huskne (low):




Mpobnembil

¥ HenoHATHbLIE NaKkeTbl
¥ PeweHue: cbopka B 3aKpbITOM KOHTYpe

¢ CNOXHOCTb PY4YHOMU NPOBEPKMU
U PeweHune: aBTomatmnsaLmsa BCero

¢ CoBnaaeHue nmeH naketoB ¢ nmeHamu Open Source KOMMNOHEHTOB
U PeweHune: Hanucanu npaBusia, KOToOpbl€ NMNO3BOJIAIOT OTIIN4AaTb KOMIMOHEHTbI



Cnacmbo 3a BHMMaHue!

3BOPbIrMH AneKkcaHap .
TeXHUK-NPOrpaMMMCT rpynnbl paspaboTkm C3U O Z|.3 549531
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