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YTto OyaeT B 3TOM MacTep-Knacce?

* Yto0 Takoe VNC
 Cnucok knueHtoB u cepeepoB VNC B 30CPB “HeutpuHo”

* [Mpumepbl HacTponku n 3anycka VNC-cepBepa

* [lpumMepbl HACTPOMNKU COeANHEHUS U NOAKII0YEHUe C

nomouwbio VNC-knmneHTta



Y10 Takoe VNC

* Virtual Network Computing (VNC) -
9TO cucTeMa yaane€HHoro 4ocTyna K KOMMbloTepy, No3BosisoLas
Nofy4YnTb KOHTPOSb Ha KNnaBnaTypou N MbiLLbO YCTPONCTBA, a Takxke

nepenaBaTb n3obpaxkeHue ¢ ero paboyero crona

UNC client VNC server




VNC B 30CPB “HeutpuHo”

 KnuneHTCKMe npunoxeHus
* phvncviewer - knneHT anga Photon

« phvnc (MeHegxep coeguHeHnn ans phvncviewer)

* [lpunoxeHusa cepBepa
* phvncserver- cepep ans Photon
e screen-winmgr - cepBep Ans Screen

e gfvncserver - cepBep ansa npunoxeHmn ncrionsaytownx GF
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MeToabl yaanéHHoro goctyna K rpadouyeckoMy OKpYXXEHUIO B 0TNafouHbIX Liensix no npotokony VNC

[MpocTtenwnn sanyck PHVNCSERVER

Listening for VNC connections on TCP port 5900
rfbListenOnTCP6Port error in getaddrinfo: No address associated with hostname
Got connection from client 172.16.86.1
O other clients
Client Protocol Version 3.8
Protocol version sent 3.8, using 3.8
rfbProcessClientSecurityType: executing handler for type 1
rfbProcessClientSecurityType: returning securityResult for client rfb version

Pixel format for client 172.16.86.1:

32 bpp, depth 24, 1little endian

true colour: max r 255 g 255 b 255, shift r 16 g 8 b @
Using compression level 1 for client 172.16.86.1
Enabling X-style cursor updates for client 172.16.86.1
Enabling full-color cursor updates for client 172.16.86.1
Enabling cursor position updates for client 172.16.86.1
Enabling KeyboardLedState protocol extension for client 172.16.86.1
Enabling NewFBSize protocol extension for client 172.16.86.1
Enabling ExtDesktopSize protocol extension for client 172.16.86.1
Enabling SupportedMessages protocol extension for client 172.16.86.1
Enabling SupportedEncodings protocol extension for client 172.16.86.1
Enabling Serverldentity protocol extension for client 172.16.86.1
rfbProcessClientNormalMessage: ignoring unsupported encoding type Enc(OxFFFFF

Using zlib encoding for client 172.16.86.1
Sending rfbEncodingExtDesktopSize for size (1024x768)

SN
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BapuaHTbl 3anycka PHVNCSERVER

HacTpoWka nopta n BpeMeHM oXnaaHusl KNnueHTa

# phvncserver -rfbport 5910 -rfbwait 100
22/09/2025 15:43:56 Listening for VNC connections on TCP port 5910

HacTtpouka pacnonoXxXeHus LBETOBbIX KOMMOHEHT U3obpaxeHus
« HacTtpanBaembin uBeT RGB565

# phvncserver
blue-shift=11,blue-max=32

-swaplt -color red-shift=0, red-max=31,green-shift=5,green-max=63,
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Hactpouka naponsa PHVNCSERVER

« 3apaHue napons Yepe3 KOMaHOHYH CTPOKY

# phvncserver -passwd qgwerty

« 3apaHuve naponsa ¢ noMmouwbio panna ayTeHTUpmKaumm
« [Ina cospgaHua dpanna ayteHTUuKaumm ncnonbdynte vncpasswd

# vncpasswd gwerty /tmp/test-passwd
storing password succeeded.
# phvncserver -rfbauth /tmp/test-passwd




3anyckK HoBbIX ceccun yepe3s PHVNCSERVER TN

« [nga 3anycka HOBbIX ceccum TpeodbyeTcs 3anyckaTtb phvncserver yepes inetd
« [obaBuTtb cTpoOKy B /etc/inetd.conf

phvncserver stream tcp nowait root
/usr/photon/bin/phvncserver phvncserver
—inetd default

« [lobaBuTtb CTPOKY B /etc/services

phvncserver 5901/tcp



SCREEN-WINMGR 2

« [IpocTteunwian HacTpouka screen.conf

begin screen

begin vnc

end vnc

end screen

« 3anyck

# screen-winmgr




NMpumep HacTponkun VNC ona Screen

. HacTtpauBaeMbie napameTpbl * [MNapameTpbl B screen.conf

begin screen

° nOpT 5900 begin wfc display 1
® (DOpMaT ARGBS888 id-string = example-display
* [uncnnen c umeHem example- end wfc display

display

begin wvnc
port = 5900
format = argb8888
display-string = example-display

end vnc

end screen



GFVNCSERVER

* [lpocTenwunun 3anyck U ctTaHgapTHbIN BbIBOA

# gfvncserver

SID : ©

Resolution : 1024x768

23/09/2025 10:13:11 Listening for VNC connections on TCP port 5900

 HacTpouka noBepxXHOCTU ANA NOAKITHOYEHUNA
# gfvncserver -g "15ad,0405,0" -d 0 -1 O

« HacTtpounka 4actoTbl OOHOBJIEHNA KAPTUHKMU

# gfvncserver -t 500
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Ucnonb3oBaHue PHVNCVIEWER

 [IpocTenwunn 3anvckK v ctTaHOapPTHbIU BbIBOA
# phvncviewer 172.16.86.128
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VNC server supports protocol version 3.8 (viewer 3.8)
We have 1 security types to read
Q) Received security type 1
Selecting security type 1 (0/1 in the 1list)
Selected Security Scheme 1
No authentication needed
VNC authentication succeeded
Desktop name "Photon VNC server"
Connected to VNC server, using protocol version 3.8
VNC server default format:
32 bits per pixel.
Least significant byte first in each pixel.
TRUE colour: max red 255 green 255 blue 255, shift red 16

In resize() PgDrawImage { pos {0 @} dim { 1024, 768 } }
In resize() PgDrawlmage() fail (1)

In resize window() area { { 1024, 768 } { 0, 0 } }
clientZserver supported messages (bit flags)

00: OOff EO81 COOL OEEO - OO EEOE CEOE OO

08: 00RO POOE CEOL OLEEO - OO CEEE OCEOE 0RO

10: OQOO0 OOEO PO EEEE - OOEO OO POEE OO

18: 0000 OOEO POEE EOOE - OOEO OOEE OO COO8
server2client supported messages (bit flags)

00: 001f EOBO CEOL OEEO - EOEO EEOE OCEOO OO

08: 00RO POEO CEOL OEEO - OO CEEE OCEOE 0RO

10: OO0 OOEO OO EEOE - OOEO OOEO POEE OO

18: 0000 OOEO PO EEOE - OO0 OOEO EOEE OO
Connected to Server "unknown (LibVNCServer 0.9.13)"

SN
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Mpumepbl 3anycka PHYNCVIEWER

« 3apaHue IP-agpeca n nopTa
# phvncviewer 172.16.86.128:5910

* BKn4YeHns NOMMTHO3KPaAHHOIo pexuma
# phvncviewer 172.16.86.128 --fullscreen

« 3anpoc napons
# phvncviewer 172.16.86.128
23/09/2025 11:10:29 VNC server supports protocol version 3.8 (viewer 3.8)
23/09/2025 11:10:29 We have 1 security types to read
23/09/2025 11:10:29 Q) Received security type 2
23/09/2025 11:10:29 Selecting security type 2 (0/1 in the 1list)
23/09/2025 11:10:29 Selected Security Scheme 2
Password: _

« YcTaHOBKa naporss yepe3 KOMaHAHYH CTPOKY
# phvncviewer 172.16.86.128 --setpwd gqwerty
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PHVNC

 MeHepxep noaknoveHuun gna PHVNCVIEWER

¥ = VNC-knment _ X

NMma ceccun

test 2

¥ = VYnpasnenue ceccuamu VNC _ X

Ceccun

test_1 no6asuTb e

U3MEeHUTDb

naponb
yAanutb sfofofotolok

onuun KnueHty VNC

noagKIH4Y1TbCA

KOAWPOBKMN
tight| A 4

nob6aeuTb yA3aAnTb

Bbixon

tight
zlib

OTMeHa CoxXxpaHUTb
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NMNoakntoyeHune ns gpyrux OC

* KnuneHTckne npunoxeHus apyrux
OoC

« xtightvncviewer

« Remmina

* RealVNC Viewer
« TigerVNC Viewer




' CBA
Bctpamsaembie
Cuctemni

Cnacnbo 3a BHUMaHue!

Makcum Bacunben +7 (812) 317-55-56
www.kpda.ru

NH>xeHep-nporpaMmmmncT
OT1oen rpadn4ecknx TEXHOMNOMMI




