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Policy Enforcement Point = OnemeHT 3
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Policy Enforcement Point + Policy Decision Point
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PEP + PDP = Attribute-Based Access Control (ABAC)
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PEP + PDP = ACL or RBAC
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KoHTponb gocTyna K o6bekTam onepaLmioHHON CUCTEMDI

O61beKkTbl: dalinbl, ANPEKTOPUN, MPOLIECCHI, MOPThI 1 T.A.
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PEP + PDP B KasperskyOS
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Kak paboTaeT PEP B aopyrvx onepaumoHHbIX cuctemax? 13

&

SELinux

AppArmor

# 3anpeT nucaTb npunoxeHuw /usr/bin/app B /path/to/file
# Bace pa3speweHo 4uTaTb, HO 3anpeweHo # /path/to/file {
nucaTtb B dann Tuna data_t /path/to/file r,
type data_t; /path/to/file w,
type vasya _domain_t; deny /path/to/file x,
allow vasya domain_t data_t:file { read }; /usr/bin/app {
deny vasya domain_t data t:file { write }; deny /path/to/file w,

}



ObLaga cxema KoHTponga goctyna B Linux-like cuctemax
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PekomeHpaumm no peannsauum PEP

 Nsonauuna
ONeMeHTblI CUCTEMbI A0IKHbI ObITh M30NMPOBAaHbLI APYr OT Apyra

* HeBO3MOXHOCTb 060MTN 3NneMeHT peanusylowmn PEP
Bce noTokn faHHbIX/ynpaBieHns CUCTEMbI OOSTKHbI MPOXO4NTb Yepes
monynb PEP

« Camoszawumta moayns PEP
[1oBEPEHHOCTD, 3aLUMTa OT KOMMPOMETaLUUn

 loka3zyemMocCTb
HapoexxHocTb mogyns PEP

 BO3MOXXHOCTb BHELUHEro BbI4MNC/IEHNS pa3peLueH o0 focTtyne
[TonnTK 6€30MacHOCTM OO/MKHbI ObITb OTAENEHbI OT BU3HEC-NTOMKI
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Peannsaung PEP B userspace
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Peannzsaung PEP B userspace

3auem?

« 3aKpbITOE AP0
HY>XHO KOHTPOMPOBATb
NOTOKN JaHHbIX /yrnpaBieHus.

* NMpoBepka PDP
OTJlagka, NpoBepKa rmrnoTes

CUCTEMDbI MPNHATUNSA PELLEHNS.

* NlepeHOCMMOCTDb
BOCMPOn3BOANMOCTb
pelleHnd Ha pasHbix POSIX
coBmecTmbix OC.,
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BbinonHeHre Kaspersky Security System (KSS) B userspace

l/IcxogHagqa Touka:

« PaboTaowmimn moaynb npuHaTUg peleHns B KasperskyOS (Policy
Decision Point)

« KSSD: npoekT komaHabl KSS anis npoesepku rmnotes KSS B Linux-like
OC
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ApxuTekTypa peweHns ¢ KSSD
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dannbl .edl, .cdl, .idl

Server

EDL

CDL

IDL

Client
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CocrTaB peweHnd KSSD )
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https://support.kaspersky.com/help/KCE/1.3/ru-RU/developing_security_policy.htm

3anyck peleHns ¢ KSSD
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3anyck peleHns ¢ KSSD

AF_UNIX
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3anyck peleHns ¢ KSSD
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130n9ums NpoLLeccoB

KSSD
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Peannsaunsa PEP B «<HenTpuHO»
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MaHgaTHbIN KOHTPOSb A0CTYNa B «<HENTPUHO»
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PEP B «HenTprnHo» Kak B KasperskyOS
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[TnaHnpyemas apxmutekTypa peweHns KSSD B «<HenTprHoO»
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3ongums npoueccoB B «HEUTPUHO»

OTnnyme no CcpaBHEHUIO C PeLLleHNEM Ha Linux:
Orpaqueva MEXaHN3MOB N3014U NMPOoLECCOB.

Bo3MOXXHOe peLleHue:
« HacTpovKa NpoCTpaHCTBa NyTEBLIX VIMEH.
« CozpaHmne cCObCTBEHHOIrO OKPY>XEHMS 3arycKa NpoLeCcCoB.
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NTPVHO» C N30MALMEN NPOLIECCOB

7

[TnaHnpyemas apxutekTypa peweHns KSSD B «He

default vfs
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